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Annex A

Table 1 Reference Standards

Ref No Ref. Title
Communication system for meters and remote reading of
) EN 13757-1: 2002 unication sy i
meters Partl Data Exchange
Communication systems for meters and remote reading of
Y EN 13757-2: 2004 unication sy _ _ ne
meters Part 2 Physical and link layer
v EN 13757-3: 2013 Communication systems fo'r meters an'd r(.emote reading of
meters Part 3: Dedicated application layer
Communication systems for meters and remote reading of
A\l EN 13757-4: 2005 meters Part 4: Wireless meter readout (Radio meter reading for
operation in the 868 MHz to 870 MHz SRD band)
Communication systems for meters and remote reading of
0 EN 13757-5: 2008 . .
meters Part 5: Wireless relaying
Communication systems for meters and remote reading of
4 EN 13757-6: 2008
meters Part 6: Local Bus
y IEC 60870-5-1: 1990 Tele-control equipment and systems Part 5: Transmission
protocols Section 1: Transmission frame formats
A IEC 60870-5-2: 1992 Tele-control equment a?nd system.s P.art 5: Transmission
protocols Section 2: Link transmission procedures (
Electricity metering- Data exchange for meter reading, tariff and
! IEC 62056-21: 2002 .
load control- Part 21: Direct local data exchange
COSEM Interface Classes and OBIS Identification System, the
Ik DLMS UA 1000-1 Ed. 12.1:2015 . ,
Blue Book
R DLMS UA 1000-2 Ed. 8.1:2015 DLMS/COSEM Architecture and Protocols, the “Green Book”
\Y FID 2 packagel,Revisionl FAHAM Interoperability Document
'Y 1SO016399:2014 Meters for irrigation water
V¥ ISO 7005 (DIN) Flange Dimensions
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Annex B

Character format: (1 start bit, 7 data bits, 1 even parity bit, 1 stop bit).

B.1 Optical port

Data Exchange based on IEC 62056-21, Mode C

Mechanical dimensions based on [9] sub -clause 4.3

Initial baud rate 300
Final baud rate 9600

Device address [9] sub-clause 6.3.1 : empty

Identification part of identification message [9] sub-clause 6.3.2:

Table 2 Format of identification message

Byte 1 Byte 2

Byte 3

Byte 4,

(n-6)

(n-5) (n-4)

(n-3) | (n-2)

(n-1) | (n)

Manf.-Id | Man.f-Id

Manf.-
Id

Manufacture
specific

\Y

FLAG association

Manufacture
specific related
to version,...

MVM

Meter Type

Volume of
meter

Edition
number

The xx charters shows I-meter type and defined as bellow:

xx =01
xx =02

: Electromagnetic type

: Electromagnetic-Insertion type

xx =03 : WI type

xx =04 : Ultrasonic type

xx =05 to 99

B.2 RS485 port

: reserved

Character format: (1 start bit, 7 data bits, 1 even parity bit, 1 stop bit).

Data Exchange based on IEC 62056-21, Mode C —fixed baud rate

Mechanical dimensions based on [9] sub-clause 4.3

Initial baud rate 4800

£y
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— Final baud rate 4800

— Device address [9] sub-clause 6.3.1 : 8 characters

— Identification part of identification message [9] sub-clause 6.3.2:

Table 3 Format of identification message

Bytel | Byte2 | Byte3 Byte 4, n6) | m5) | -9 | 03 | n-2) | 0-1) | (n)

Manf.- Manufacture
Manf.-ld | Man.f-Id . Y X X y y z z
Id specific

Manufacture
FLAG association specific related “y" Meter Type
to version,...

Volume of Edition
meter number

The xx charters shows I-meter type and defined as bellow:
— xx =01 : Electromagnetic type
— xx =02 : Electromagnetic-Insertion type
— xx =03 : Wl type
— xx =04 : Ultrasonic type

— xx=05t099 :reserved

B.3 Insulation and safety

— Line voltage to RS485 and M-bus and Digital Input: # 00

— RS485 and Digital Input to M-bus: 2 KV

B.4 Functional requirements for local ports
e Datareadout
In readout mode, the data block is consisted of one or several data lines, separated by CR/LF
characters. The data block may be empty for those tariff devices not designed to read data in this

manner. Each data line can have maximum 78 characters.

A
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Data block:

Data line

Max. 78 characters

Figure 1 Data block structure

The data line contains one or more data sets, structured as follows:

Address Value Unit

Figure 2 The structure of a data set

The address specifies the reference of the measured data, which is explained later. The measurement

results are enclosed by parentheses. If a unit is specified for the value, they are separated by a star *

character.
Example: Address 0-0:1.0.0.255

The following objects should be return by data readout:

No. Address or OBIS code Description ASCII Data format
) SoFAF,),0 Y00 I-Meter serial number “HEAFFARET N ACSII character
Y cmei),e,e Y00 Time and Date “YYyy-MM-DD hh:mm:ss”
Y = A LA RR NN Cumulative volume “XXXXX xxx*mA3”
\ AR AR INA The last daily maximum flow rate “XXXX.xxx*liter/min”
0 A EAR AR I Current Credit “XXXXXX.xxx*mA3”
s AEAR AR Cumulative pump run time “XXXXXX.xx*hours”

sY
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B.5 Programming mode

The below diagram illustrates the general form of communications in programming mode.

]
SOH PO STX (D1.....D1) ETX BCC - Bd

—™SOH P1 STX (D2.....D2) ETX BCC —®SOH P2 STX (D3.....D3) ETX BCC

—* SOH B0 ETX BCC

1 ACK or NAK or SOH B0 ETX BCC 1 ACK or NAK or SOH B0 ETX BCC

SOH W1 STXA.....A (D......D) ETX BCC
HHU / Tariff device SOH R1STXA.....A (N.....N) ETX BCC
- * | STX(D.....D) ETX BCC

SOH B0 ETX BCC

Figure 4: Programming mode of protocol C

The communication messages in programming mode are with this format:

SOH C D STX Data set ETX | BCC

In reading data: C="R” and D="5"

In Configuration : C="W” and D="5"

“P0” command use as operand for secure algorithms.

“P2”,”P3” messages referred to Hashed values by secure algorithms.

“B0” message use for break command.

DATA SET: is ASCII character with visible string.

The BCC character —also known as checksum, is calculated by XOR all of those from the character
immediately following the first SOH or STX, detected up to and including the ETX or EOT character —

which terminates the message.

P
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B.6 Access rights
For data exchange via optical port I-meter has the following access level:
— Data Readout
— no password (access level0)
Programming mode as reader:
— no password (access level0)
Programming mode for configuration (access levell):
— Secure algorithm SHA256 with Secretl and PO-operand as inputs of hash function for
general configuration.
Programming mode for special purposes(access level2):
— Secure algorithm SHA256 with Secret2 and PO-operand as inputs of hash function, as well
as for setting all configurations, it could change “Secretl ”(for access levell) and

“Secret2”(for access level 2) and Master key for key-encryption on M-bus port.

B.7 Consumption profile

I-Meter should have three type of consumption profile that could be read through optical and R$485
ports:

— Daily consumption profile

— Monthly consumption profile

— Hourly consumption profile
Structure of consumption profiles are:
<time stamp> <profile status > < registers 1> ......< register n>
<time stamp>: Jalali calendar date-time value with visible string format : “13951229 23:59:59”

<profile status>: one byte data with bit mapping as follows:

Bit mapping for profile status
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl Bit0
Tampered
Dislzslr?rzlect Reserved V'\:/Izt;r Reserved Reserved Reserved Da\;c:”r;ot C;?;?
Detected

0
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<register i>: value of register | at the end of integration period in visible string format. “800.02”

< integration period >: period of capturing data for synchronous consumption profiles.

I-Meter should be responded to partial reading of consumption profiles, “DATA SET” for reading a
portion of buffer should be in comply with the following format.

Read buffer from datl to date2 : < OBIS (“Datel”;”Date2”)>

Read buffer from datl to End : < OBIS (“Datel”;)>

Read buffer from start to date2 : < OBIS (;”Date2”)>

Read buffer all records : < OBIS (;)>

Example: SOH R5 STX 0-4:24.3.0.255 (1395.01.01;1395.03.16) ETX BCC

Daily consumption profile
I-Meter should record daily consumption profile for at least 62 days at midnight every day. These
records should be retrieved through optical port.
Profile capacity :62 days
Sort method: FIFO
Profile Structure :
{Jalali Time stamp, Profile status, Accumulative volume, Current Credit, Pump on time}
Monthly consumption profile
I-Meter should record monthly consumption profile for at least 24 months at every first day of months
at midnight. These records should be retrieved through optical port.
Profile capacity :24 months
Sort method: FIFO
Profile Structure :
{Jalali Time stamp, Profile status, Accumulative volume, Current Credit, Pump on time,...}
Hourly consumption profile
I-Meter should record hourly consumption profile for at least 62 days with integration period of one
hour. These records should be retrieved through optical port.
Profile capacity :62 days
Sort method: FIFO

Profile Structure :

55
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{Jalali Time stamp, Profile status, Accumulative volume}

B.8 Log files
| Meter should logged following events in the log file with OBIS 0-4:99.98.0.255.
— Log files should recorded at least 100 events
— |_meter should possibility to read Log file completely or partially (the same as consumption
profiles DATA SET)
— Structure of Log file: <Time Stamp> <event code>

— Sort method: FIFO

B.9 Secure Algorithm

The tariff device sends the following message to the HHU immediately after entering the

programming mode:

SOH PO STX (seed) ETX BCC

where seed is an random number that HHU should return back it Hashed value of seed with its Secret
value in Next messages with P1 or P2 command.

The communication continues by sending messages in this format:

SOH C D STX Data set ETX | BCC

For access level 1 Cand D = “P2” and access level 2 “P3”

Secure algorithm for both access levels are SHA256 but with different passwords:
“secretl”,”secret2”.

With Access level 1 HHU could change all configuration values except “secret 1, 2” and “master key
for M-bus”, Access level2 could configured all para meters.

Size of Seed, Secret1 and Secret2 is 16 byte.

Y
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B.10 Clock synchronization

Clock synchronization could be done by optical or RS485 and M-Bus port, if difference of new clock

with old one is bigger than one minutes this event should be recorded in log files with two time stamp
of old date-time and new date-time.

Annex C (M_Bus connection for communicating with FAHAM electrical meter)

The following sections describe the required interoperability specification in M_Bus connection for

communicating with FAHAM electrical meter. The complete description of M_Bus protocol is

provided in EN 13757-3. The entire functionality of M_Bus protocol should be implemented

according to EN 13757-3.

C.1 M_Bus Telegram formats

Table 4 M_Bus Telegram Format

ZA
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Byte Single character (HEX) Short Telegram (HEX) Long Telegram (HEX)
\ E5 ). FA
Y C Field L Field
Y A Field L Field (Repetition)
¥ CS (Checksum) #A
o \# C Field
4 A Field
2 Cl Field
a..n Data (0 — 246 Bytes)
n+1 CS (Checksum)
n+2 \#

e Single Character: This telegram format consists of the single character E5h and is used to

acknowledge the telegram received.

e Short Telegram: This telegram is identified by the start character 10h and consists of five characters.

It's used by the M-BUS Master to command the transmission of data from the M-BUS Slave.

e Long Telegram: This telegram is identified by the start character 68h and consists of a variable

number of characters, which also includes the active data. It’s used by the M-BUS Master to transmit

commands to the M-BUS Slave, and by the M-BUS Slave to send the read-out data.

C.2 CField

The Control Field (C Field) contains information on the direction of the data exchange, the success of

the communication and the proper function of the telegram.

Bit Number Y 14 A \ Y Y \
Master > Slave \ FCB FCV F3 F2 F1 FO
Slave > Master ACD DFC F3 F2 F1 FO

e The Bit 6issetto 1 if the communication has a direction from Master to Slave; vice versa it

is set to O.

e In the Master -> Slave direction, if the (FCV - Bit 4) is set to 1, then the frame count bit (FCB

— Bit 5) has not to be ignored.

£
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e The FCB is used to indicate successful transmission procedure. A Master shall toggle the bit
after a successful reception of a reply from the Slave. After this, if the Slave answer is multi-
telegram, the Slave has to send the next telegram of the multi-telegram answer.

e |f the expected reply is missing, or the reception faults, the master resends the same
telegram with the same FCB.

e The Bits 3 -0 are the function code of the message.

The values for C Field, are as follows:

Telegram Name C Field (BIN) C Field (HEX) Telegram Description
SND_NKE ofjoocoooe \fo Short Frame Initialization of the Slave
Master sends data to
SND_UD A0 oY /vy Long Frame
Slave
Master requests Data
REQ_UD2 A0V -1y o0/ vO Short Frame q
from Slave
Data transfer from Slave
RSP_UD ceedyees YA Long Frame

to Master

EMeter: Master

IMeter: Slave

C.3 A Field
e The Address Field (A Field) is used to address the recipient in the calling direction, and to
identify the sender of information in the receiving direction.

e The size of this field is one byte, and it can be the value of 0 — 255, as follows:

A Field (HEX) Primary Address Remarks
Default Address Given by Manufacturer
-\ —FA Y — Y- Primary Address
FB, FC YOY, YO Reserved for Future Use
FD Yoy Used for Secondary Address Procedures
FE . Use to Transmit Information to All Participants in the M-
BUS System
- ah Use to Transmit Information to All Participants in the M-
BUS System
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C.4 CIClI Field

The Control Information (Cl Field) contains information for the receiver of the telegram.

The used Cl Field values are as below:

Cl Field (HEX) Description
O) The telegram contains data for the Slave
oy Selection of the Slave
o Synchronize action
#0 Time sync to device
0 Time sync to device
vy The telegram contains data for the Master
B8 Set Baud Rate to 300 bps
B9 Set Baud Rate to 600 bps
BA Set Baud Rate to 1200 bps
BB Set Baud Rate to 2400 bps
BC Set Baud Rate to 4800 bps
BD Set Baud Rate to 9600 bps
BE Set Baud Rate to 19200 bps
BF Set Baud Rate to 38400 bps

C.5LField

The Length Field (L Field) defines the number of bytes (expressed in hex value) of the Active Data
making up the telegram, plus 3 byte for the C, A and Cl Fields.

This field is always transmitted twice in Long Telegrams.

C.6 CS Field (Checksum)

The Checksum (CS Field) serves to recognize transmission and synchronization faults, and is
configured from specific parts of telegram. The checksum is calculated from the arithmetical sum of

the data mentioned above plus the Active Data, i.e. from C Field to CS Field (excluded).

C.7 Active Data

The Active Data (0— 246 bytes) in Long Telegrams includes the data to be read from the M-BUS Master

(Read-Out Data), or Command Information transmitted by the Master to the Slave.

Al
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C.8 Fixed Data Record Header

Each block of Active Data transmitted by the Slave to the Master starts with the following Fixed Data

Record Header:

Table 5 Fixed Data Record Header

Byte Nr. Size (Byte) Value (Hex) Description
\-f t XX XX XX XX M-BUS Interface Identification Number
o—7 Y XX XX Manufacturer’s ID
v ] " Version Number of M-BUS Interface
Firmware (00 — FF)
A \ XX Medium: Water Meter
i \ XX Access Number (00 — FF > 00)
Ve \ XX Status Field
A Y XX XX Signature (always 05 00h, mode AES)

The Access Number has unsigned binary coding, and is incremented (modulo 256) by one after each
RSP_UD from the Slave.

Configuration field (signature field) contains information about the encryption mode and the number
of encrypted bytes. Depending on the mode, it may contain additional information about meter
accessibility, contents of the message, repeated wireless datagrams, and synchronous wireless
transmissions.

If no functionality of the configuration field is used, its value shall be 0000h. Table below shows where
to find the mode bits. The number of encrypted bytes is contained in the low byte of the configuration

field (bit 0 — bit 7). The exact coding of those bits depends on the mode.

MS . LS
Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit Bit
i i

N ¥ \Y \Y " \ 4 A \ 4 N s Y Y \
] ] .9 .9 9 9 9 9 9 ] ]
&= &= b= - %) ~ L o &= &= &= b= &= b= b= b=
(S} (S} (S} = = = = o o o o o (8] (8] (8]
sl a1 8l z|=|=]=]|-= sl a1 81 & & 8] 8] &
%) ) ) O [J) [J) [J) [J) w0 wn wn %) %) %) ) )
) ) ) n © © © © 9] 9] 9] 9] 9] 9] 9] 9]
° ° ° I} o o o o © o° o° o° o° o° o° °
o o o o IS IS IS IS o o o o o o o o
£ £ £ £ £ £ £ £ £ £ £

The structure of encrypted messages is as follows:
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a) The long or short data header is always unencrypted. The last word of this block is the configuration

field. If the number of encrypted bytes in the configuration field is zero (even if the encryption mode

differs from zero) the following data are unencrypted.

b) If the transmission uses configuration field functionality (like encryption), the method has to be
defined with the mode bits in the high byte of configuration field.

c) The encrypted data follow directly after the configuration field, thus forming the beginning of the
application data e.g. DIF/VIF-structured part of the message for M-Bus. The calculation of the length

of encrypted data is mode specific.

The Definition of the mode bits (encryption method) is as follows:

Mode Description
No encryption used
\ Reserved
Y DES encryption with CBC; initialization vector is zero (deprecated)
Y DES encryption with CBC; initialization vector is not zero (deprecated)
¥ Reserved
A AES encryption with CBC; initialization vector is not zero
4 Reserved
s Reserved
AVD Reserved

C.9 Data Record

Every Data Record sent by Slave to the Master consists of the following Data Record Header:

Data Information Block (DIB)

Value Information Block (VIB)

DIF DIFE VIF VIFE Data
\ Byte - —\. Byte(s) \ Byte - —\- Byte(s) - —n Bytes
C.10 Data Information Field (DIF)
Bit Name Description
Specifies if a DIFE Byte follows:

\ Extension Bit - =No

\ =Yes
4 LSB of Storage Number Always at 0

\Al
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Functions Field

Specifies the kind of the value, always at:
-+ = Instantaneous Value

+\: Maximum value

Data Field

Length and Coding of Data:
-++\: A Bit Integer

- +V-:\# Bit Integer
++)\: Y¥ Bit Integer
<)--:YY Bit Integer
+\)-: ¥A Bit Integer
<\)): #¥ Bit Integer
V- -: A digit BCD
\\-\: Variable Length

The coding of DIFE for this protocol is:

Bit Name Description
Specifies if a DIFE Byte follows:
\ Extension Bit - =No
\ =Yes
4 Device Subunit Always at 0
Specifies the tariff which values are related to:
-+ =annually
bo¥ UL -\= Current Interval
+Y=Time Stamp
Y- Storage Number Always at 0000

C.11 Value Information Field (VIF)

The Value Information Block (VIB) contains as a minimum one Value Information Field (VIF). This byte

can be extended by a further Value Information Field Extension Bytes (VIFE).

The coding of VIF is:

Bit Name Description
Specifies if a VIFE Byte follows:
Y Extension Bit - =No
y =Yes
. Contains Information on the value, such as Unit,
F-- Value Information .
Multiplication factor, etc...

The coding of VIFE is also as follows:

\Al




@

e Mo
BT

m bt

Sl o e Capte e 52

(pled) & walogh 193 &y JLail CebB b (B 9 I3 srolz 595 » cod I 0 O (omowiniien Gla,gus S8 Glasiv

Bit Name Description
Specifies if a VIFE Byte follows:
Y Extension Bit - =No
\ =Yes
. Contains Information on the value, such as Unit,
& - Value Information e
Multiplication factor, etc...

The list of used Standard Value Information Field (VIF) is as follows:

VIF(BIN) VIF(HEX) Description Unit
EARRR R Y4 Set Secondary Address

SRRRRAR vO Set Primary Address

E0010100 i Volume (Total) +,+Y m3
E1001110 fO Volume flow (Max) /s
E010 0110 Y& Operating time(Pump Run Time) h
VY- D A standard VIFE from extension table

follows
NTTTTIT - A further manufacturer specific VIFE

follows

The list of Main Value Information Field Extension (VIFE) (Following VIF= FD) is as follows:

VIFE(BIN) VIFE(HEX) Description Unit
EEARER -0 Firmware Version
E0011001 14 Security key

Yo
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The list of Manufacturer Specific Value Information Field Extension (VIFE) (Following VIF= FF) is as

follows:

VIFE(BIN) VIFE(HEX) Description Unit
eyeey " Volume (Remaining of Current .oy m3
Interval)
AR \Y Credit(Volume) m3
REARER R \Y Set the status of connect- disconnect

Reset the status of connect-
disconnect

AR R 0 Set security key

C.12 Communication

The M-BUS module accepts two kinds of transmission:

Send / Confirm ----> SND / CON

Request / Respond ------ >REQ/ RSP

A standard straight communication between M-BUS Master and M-BUS Slave is:

MASTER SLAVE

SND_NKE --------- > ESh
SND_UD =-----mm- > E5h
REQ_UD2 --------- >RSP_UD

I. Data Reading

The mechanism of data reading is done through the REQ_UD2 and REQ_UD1. The required data is

obtained with reading out all data. The considered parameters will be selected by the master.

a. REQ_UD2
This procedure is used by the M-BUS Master to receive data from the M-BUS Slave. The Slave confirms

a correct reception of the telegram with the RSP_UD answer or omits the answer if it didn’t receive

the telegram correctly.

\ig
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The structure of the REQ_UD2 command is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ Ve Start character - short telegram
Y \ vO/s0 C Field, Transmit Read-out Data
A Field — Primary Address

-+ —FA: Valid Primary Address

FB, FC: Reserved for Future Use
v ) XX FD: Transmission is by Secondary Address

FE: Transmission to All M-BUS Slave in the System (everyone sends
E5h)
FF: Transmission to All M-BUS Slave in the System (no one sends E5h)

f \ XX CS Checksum, (byte 2 -> byte 3)
A \ \# Stop character

Answer of the Slave: RSP_UD

b. RSP_UD
This procedure is used by the M-BUS Slave to send the requested data to the M-BUS Master. The

structure of the RSP_UD telegram is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ FA Start character long telegram
Y \ XX L-Field
Y \ XX L-Field Repetition
i \ FA Start character long telegram repetition
[ \ <ANYA C-Field RSP_UD
¢ \ XX A-Field, Primary Address (00 - FA =0 - 250)
\ \ vy Cl-Field
A=\ ¥ XX XX XX XX M-BUS Interface Identification Number
VY=Y Y XX XX Manufacturer’s Mark
V¥ \ XX Version Number of M-BUS Interface Firmware (00 — FF)
\0 \ .Y Medium: Water
\# \ XX Access Number (00 — FF > 00)
\V \ XX M-BUS Interface Status
YA-NA Y Signature (always 05 00h, mode AES)
Y--2Z -EA XX...XX Read-out Data
77+1 \ -0na DIF: OF = no more data; 1F = other data to send
77+ 2 \ XX CS Checksum, (byte 5 ->byte ZZ + 1)

\A
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77+3

Stop character

Possible read-out data included in 20-ZZ bytes are as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
YY \ off DIF — 32 Bit Integer, 4 Byte;
YY+1 \ V¥ VIF :Volume (Total)
YY+2- .
i XX XX XX XX Value : Cumulative Volume
YY+5
YY+6 \ -f DIF — 32 Bit Integer, 4 Byte;
YY+7 ) f0 VIF :Volume Flow (Max)
YY+8- ¥ XX XX XX XX Value: Max Daily Volume Flow
YY+11 ' y
YY+12 \ off DIF — 32 Bit Integer, 4 Byte;
YY+13 \ \id VIF: Pump operating Time
YY+ld- i XX XX XX XX Value: Cumulative Pump operating Time
YY+17 : PRI
YY+18 \ A¥ DIF — 32 Bit Integer, 4 Byte; Followed by DIFE
YY+19 \ he DIFE : Current Interval
YY+20 \ FF VIF followed by MANUFACTURER specific VIFE
VY421 | - MANUFACTURER specific VIFE: Remaining Volume, Current
Interval
YY+22- .
¥ XX XX XX XX Value: Remaining Volume, Current Interval
YY+25
¢. REQ_UD1

The master software polls the slave devices by requesting time critical data. A slave can transmit an

acknowledgement signaling no alarm or a datagram with alarm protocol with the Cl field 71h (no

header), 74h (short header) or 75h (long header) to report an alarm state.

The alarm state is coded with data Type D (Boolean; in this case 8 bit). The time out for time critical
communication is set to 11 bit ... 33 bit periods to ensure a fast poll of all alarm devices. With a baud
rate of 9 600 Bd and all slaves reporting an alarm just in time before a timeout occurs. The
functionality of the FCB- and FCV-bit shall be fully implemented in this alarm protocol to ensure that

one-time alarms are safely transmitted to the master. If the slave has reported an one-time alarm

YA
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and the next REQ_UD1 has a toggled FCB (with FCV = 1) the slave will answer with an ACK
(acknowledge) signaling no alarm. Otherwise it will repeat the last alarm frame to avoid that the alarm

message gets lost. The alarm register is a 16-bit register which the meaning of the alarm bits is as

follows:
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Tampered | Permitted
P Meter Strong DC Credit
water Volume Flow Rate . . Power
Cover Magnetic | Assignme Power Up
flow Threshold | Exceeded ) Down
Removed field nt
detected exceeded
Bit 15 Bit 14 Bit 13 Bit 12 Bit 11 Bit 10 Bit 9 Bit 8
Electrical
Empt Excitation Master Electrical Current
.p y . Key Current .
Pipe Failed Disconnec
Changed | connected ted

Various types of errors and abnormal conditions have been indicated in Status Fields as follows:

Bit Meaning with bit set Significance with bit
not set

i Table 1 Table 1

Y Power Low Power Ok

Y Permanent error No permanent error

¥ Temporary error no Temporary error

0 -

2 -

\ -

Table 1: Application errors coded with the status field
Status bit 1 bit

Application status

No error

<) Application busy

A
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). Any application error

Abnormal condition /
alarm

AR

Send / confirm procedure

i.  SND_NKE
This procedure serves to start up a communication. The value of the frame count bit FCB is cleared in
the Slave, i.e. it expects that the first telegram from a master with FCV = 1, has the FCB = 1. The Slave

confirms a correct reception of the telegram with the single character acknowledge (E5h) or omits

the answer if it didn’t receive the telegram correctly. The structure of SND_NKE command is as

follows:
Byte Nr. Size (Byte) | Value (HEX) Description
) ) ) Start character - short telegram
Y \ t. C Field
A Field — Primary Address

-+ —FA: Valid Primary Address

FB, FC: Reserved for Future Use
v | XX FD: Transmission is by Secondary Address

FE: Transmission to All M-BUS Slave in the System (everyone sends
ESh)
FF: Transmission to All M-BUS Slave in the System (no one sends E5h)

¥ \ XX CS Checksum, (byte 2- > byte 3)
o \ \# Stop character

Answer of the Slave: E5h

ii.  SND_UD
This procedure is used to send user data to the M-BUS Slave. The Slave confirms a correct reception

of the telegram with the single character acknowledge (E5h) or omits the answer if it didn’t receive

the telegram correctly. The structures of SND_UD commands are as follows:
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e Set Primary Address
This action enables to set a new Primary Address in the Slave interface. The command for setting the

Primary Address of the Slave is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description

\ \ £A Start character long query

Y \ B4 L-Field

Y \ of7 L-Field Repetition

f \ FA Start character long query repetition

o \ \Al C-Field SND_UD

12 \ XX A-Field, Primary Address (00-FF = 0-255)

\4 \ O Cl-Field

A \ ) DIF: 8 Bit Integer, 1 Byte

4 ) vQ VIF: Set Primary Address
Value: New Primary Address

\. \ XX Valid Range: 00 — FA (0 - 250)

Invalid Range: FB — FF
AR \ XX CS Checksum, (byte 5 -> byte 10)
\Y \ \# Stop character

Answer of the Slave: E5h

e Set the status of connect or disconnect:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ #A Start character long query
Y \ -y L-Field
Y \ -V L-Field Repetition
¥ \ FA Start character long query repetition
I \ \as C-Field SND_UD
4 \ XX A-Field, Primary Address (00-FF = 0-255)
\4 \ O Cl-Field
A \ ) DIF: 8 Bit Integer, 1 Byte
q \ FF VIF Followed by manufacturer VIFE
Ve \ \Y manufacturer specific VIFE: set the status of connect or disconnect
A \ XX Value: Set the status bit of connect or disconnect event

M
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- .: Set the status of connect

-\: Set the status of disconnect

\Y

XX

CS Checksum, (byte 5 -> byte 11)

\Y

\F

Stop character

e Reset the status of connect or disconnect:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ FA Start character long query
Y \ ¥ L-Field
Y \ -V L-Field Repetition
¥ \ FA Start character long query repetition
I \ vy C-Field SND_UD
2 \ XX A-Field, Primary Address (00-FF = 0-255)
\4 \ O Cl-Field
A \ ) DIF: 8 Bit Integer, 1 Byte
q \ FF VIF Followed by manufacturer VIFE
\e \ ‘¥ manufacturer specific VIFE: Reset the status of connect or disconnect
Value: Reset the status bit of connect or disconnect event
X \ XX - -: Reset the status of connect
-\: Reset the status of disconnect
\Y \ XX CS Checksum, (byte 5 -> byte 11)
VY \ \# Stop character

e Set the security key:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ £A Start character long query
Y \ -9 L-Field
Y \ -4 L-Field Repetition
¥ \ FA Start character long query repetition
o \ vy C-Field SND_UD
2 \ XX A-Field, Primary Address (00-FF = 0-255)
Y \ o) Cl-Field
A \ \e DIF: 32 Bit Integer, 4 Byte
q \ FF VIF Followed by manufacturer VIFE
Mo \ VO manufacturer specific VIFE: Set Security Key

AY




o >
. ’ ) SN
ERER S et Sttt 2 %’ . }’0'/

(L) &y Wosigd 5o & JLai| B L (B 9 I35 solz (595 2w 610 O (oo dioign 5l g (Sd Glaseino

RN ¥ XX XX XX XX Value: New Security key
VO \ XX CS Checksum, (byte 5- > byte 14)
\# \ \# Stop character

Annex D (MBus for Direct Communication with Central System)

The required specification for providing interoperability in direct communication with central system

according to M_Bus protocol is described in following sections. The functionality of M_Bus protocol

AY
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should be implemented according to EN 13757-3. The direct communication between smart water

meter and the central system uses the M_Bus protocol for message formats.

D.1M_Bus Telegram formats

The structure of telegram formats is the same as the structure in the above explained sections.

D.2Data Record

The structures of data record, DIF and DIFE fields are the same as described in the above sections.

D.3Value Information Field (VIF)

The coding of VIF and VIFE are as follows:

Bit Name Description
Specifies if a VIFE Byte follows:
Y Extension Bit -=No
Y =Yes
. Contains Information on the value, such as Unit,
g Value Information o
Multiplication factor, etc...
Bit Name Description
Specifies if a VIFE Byte follows:
4 Extension Bit -=No
y =Yes
. Contains Information on the value, such as Unit,
F-- Value Information o
Multiplication factor, etc...

AY
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The list of Standard Value Information Field (VIF) used is as follows:

follows

VIF(BIN) VIF(HEX) Description Unit
EARR R Y4 Set Secondary Address

SARRRAR vO Set Primary Address

E0010100 V¥ Volume (Total) y m3
E1001110 fO Volume flow (Max) /s
E010 0110 \id Operating time(Pump Run Time) H
VY- D A standard VIFE from extension table

follows
NTTTIIT - A further manufacturer specific VIFE

The list of Main Value Information Field Extension (VIFE) (Following VIF= FD) is as follows:

VIFE(BIN) VIFE(HEX) Description Unit
AR -0 Firmware Version
E0011001 14 Security key

AD
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The list of Manufacturer Specific Value Information Field Extension (VIFE) (Following VIF= FF) used in

this specification is as follows:

VIFE(BIN) VIFE(HEX) Description Unit
eyeey . Volume (Remaining of Current o T
Interval)
AR \Y Credit(Volume) m3
EARERN \Y Power Down -
ce)e)eo \f Power Up -
A RA RS 10 Replace Battery =
EARARE \# Application Error -
AR \Y Firmware Activated =
RAREER VA Credit Assignment -
A 4 Strong DC Magnetic Field Detected =
AR v Meter Cover Removed -
AR \0 Event Log cleared =
AR Vv Flow Rate Exceeded -
R \0 Permitted Volume Threshold :
exceeded
IERRRRE v Electrical Current Disconnected -
ERARR RN v Electrical Current Connected =
AR AR Tampered Water Flow Detected -
ce e Yy Successful Authentication =
AR Yy Authentication Failed -
ceNeryen Y Operational Key Changed =
eved v Secretl for secure algorithm has i
changed
Yy - Secret2 for secure algorithm has :
changed
AR YY Clock Adjusted -
EEARE R YA Master Key Changed =
AR RN Y4 Excitation Failed
ce)eyey. il Empty Pipe
IEARRRRR! A\ Set the status of connect- disconnect
Yy YO Reset the status of connect-
disconnect
AR RPN il Set security key

AF
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AR vo Volume of water consumption fraud

Maybe to be
extended

Communication
Two types of communication are defined in the specification:
Send / Confirm ----> SND / CON
Request / Respond ------ > REQ /RSP
A standard straight communication between smart water meter and central system is accoding to

one of the below commands:

MASTER SLAVE
SND_NKE -------- > E5h
SND_UD ----nmmm- > E5h
REQ_UD2 --------- >RSP_UD

a. Send / confirm procedure
i.  SND_NKE
This procedure serves to start up a communication. The Slave confirms a correct reception of the

telegram with the single character acknowledge (E5h) or omits the answer if it didn’t receive the

telegram correctly. The structure of SND_NKE command is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ \- Start character - short telegram
Y \ f. C Field

A Field — Primary Address
-+ —FA: Valid Primary Address
FB, FC: Reserved for Future Use
FD: Transmission is by Secondary Address

Y \ XX
FE: Transmission to All M-BUS Slave in the System (everyone sends
E5h)
FF: Transmission to All M-BUS Slave in the System (no one sends
E5h)
t \ XX CS Checksum, (byte 2- > byte 3)
A \ \# Stop character

Answer of the Slave: E5h

AY
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ii. ~ SND_UD
This procedure is used to send user data to the M-BUS Slave. The Slave confirms a correct reception

of the telegram with the single character acknowledge (E5h) or omits the answer if it didn’t receive
the telegram correctly. The structures of the SND_UD commands used in this protocol are as follows:

e Set Primary Address
This action enables to set a new Primary Address in the Slave interface. The command for setting the

Primary Address of the Slave is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description

\ \ £A Start character long query

v \ .5 L-Field

Y \ .f L-Field Repetition

f \ FA Start character long query repetition

I \ vy C-Field SND_UD

12 \ XX A-Field, Primary Address (00-FF = 0-255)

Y \ ) Cl-Field

A \ <\ DIF: 8 Bit Integer, 1 Byte

q \ | VIF: Set Primary Address
Value: New Primary Address

\. \ XX Valid Range: 00 — FA (0 - 250)

Invalid Range: FB — FF
1 \ XX CS Checksum, (byte 5 -> byte 10)
VY \ \l4 Stop character

Answer of the Slave: E5h

e Parameters Sets and Data Reading
This action allows selecting the data to be read from the Slave. It is possible to read all data or choose

the desired data

e Read-Out All Data
The command of reading all data using the Primary Address of the Slave is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ #A Start character long query
Y \ -f L-Field
Y \ off L-Field Repetition
s \ #A Start character long query repetition
I \ \as C-Field SND_UD

AA
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14 \ XX A-Field, Primary Address (00-FF = 0-255)
Y \ o) Cl-Field

A ) vO DIF: Global Readout Request

i \ XX CS Checksum, (byte 5 --> byte 8)

\e \ \# Stop character

Answer of the Slave: E5h

e Selective Reading (Daily Reading, Monthly Reading, On Demand Reading)
We have defined some parameter sets to enable the selective reading. The parameter sets ae as

follows:
Bit Nr. Bit value Measure Unit Bit Parameter Set
Cumulative
\ Consumption m3 XXXX Xxx1b
Volume
Maximum daily Flow
Y y liter/hour XXXX XX1xb
Rate

Cumulative Pum

Y . . P hour XXXX X1xxb PSO
Operating Time . : :

" — (Daily Reading, Month Reading, On

Remaining Volume m3 XXXX 1xxxb Demand Reading)
A Credit - xxx1 xxxxb

Volume of water
4 . m3 XXx1x xxxxb
consumption fraud

\ = - -
A - - -
N I A A

\ Power Down - XXXX Xxx1b

Y Power Up - XXXX XX1xb

Y Replace Battery - XXXX X1xxb

A\l Application Error - XXXX 1xxxb

o Firmware Activated - xxx1 xxxxb PSO1 (Events)

4 Credit Assignment - Xx1x xxxxb

St DCM ti
\ ro'ng aghetic - X1xx xxxxb
Field Detected

" Meter Cover _ yOOO oooog

Removed

\ Event Log cleared XXXX XxXx1b PS02 (Events)

A4
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Y Flow Rate Exceeded - XXXX Xx1xb

v Permitted Volume xxxx X1xxb
Threshold exceeded

Electrical Current
¥ . - XXxX 1xxxb
Disconnected

Electrical Current
A - xxx1 xxxxb
Connected

Tampered Water
i P - xX1x xxxxb
Flow Detected

S ful
v ucce.ss u. - X1xx xxxxb
Authentication
A Authentication Failed - \00O 00oo0

Operational Key

\ - XXXX XXXx1b
Changed
Secretl for secure
Y algorithm has XXX Xx1xb
changed
Secret?2 for secure
Y algorithm has - XXXX X1xxb
changed PS03 (Events)
A\l Clock Adjusted - XXXX 1xxxb
o Master Key Changed - xxx1 xxxxb
4 Excitation Failed - XX1x xxxxb
Y Empty Pipe - x1xx xxxxb

A
Set the status of

\ . - XXXX Xxx1b
connect- disconnect

Reset the status of
Y ) - XXXX XX1xb
connect- disconnect

) Set security key - XXXX X1xxb
£ PS04 (Settings)

Y

A

Therefor, for example the mask of regular status reading for reading events is as follows:
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Parameter . it
Set Value (Bin) Description
PSO | e No Value
Power Down, Power Up, Replace Battery, Application Error,
PS1 ARRRRRRAI Firmware Activated, Credit Assignment
Strong DC Magnetic Field Detected, Meter Cover Removed
Event Log cleared, Flow Rate Exceeded, Permitted Volume
PS2 e Threshold exceeded, Electrical Current Disconnected, Electrical
Current Connected, Tampered Water Flow Detected, Successful
Authentication, Authentication Failed
Operational Key Changed, Secret1 for secure algorithm has
PS3 ARRRRRRRI changed, Secret2 for secure algorithm has changed, Clock
Adjusted, Master Key Changed, Excitation Failed, Empty Pipe
PS4 | e No value

The mask of daily reading of consumption parameters is as follows:

Parirgteter Value (Bin) | Value (HEX) Description
. 1Yy Cumulative Consumption Volume, Maximum daily Flow Rate,
Cumulative Pump Operating Time, Remaining Volume
ps1 | ceeee--- No value
PS2 | ceeeeeen No value
ps3 | -eeeeen No value
psa | eeeenn. No value

The structure of setting the parameters which are to be read is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ ZA Start character long query
Y | -0 L-Field
Y \ -0 L-Field Repetition
f \ #A Start character long query repetition
o 3 Yy C-Field SND_UD
& \ XX A-Field, Primary Address (00-FF = 0-255)
\4 \ O Cl-Field
A \ I DIF: 32 Bit Integer, 4 Byte
a \ FD VIF: Followed by a standard VIFE
Ve \ -0 VIFE: Parameter Set Identification
B \ "PSQ" Selected Parameters of Parameter Set 0

)
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'Y \ "psS1" Selected Parameters of Parameter Set 1
VY \ "ps2" Selected Parameters of Parameter Set 2
\F \ "ps3" Selected Parameters of Parameter Set 3
V0 \ "PS4" Selected Parameters of Parameter Set 4
\# \ "PS5" Selected Parameters of Parameter Set 5
A% \ XX CS Checksum, (byte 5 --> byte 16)

YA \ \F£ Stop character

It is necessary to use the primary address 255d (FFh) in the A-Field for setting the Parameter Set to
all M-BUS interfaces. In this case the M-BUS interface will not send an acknowledgement (no E5 will

be sent by the M-BUS interfaces)

ay
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e Set the status of connect or disconnect:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ FA Start character long query
Y ) ¥ L-Field
Y \ .y L-Field Repetition
s \ FA Start character long query repetition
I \ \as C-Field SND_UD
2 \ XX A-Field, Primary Address (00-FF = 0-255)
\l \ o) Cl-Field
A \ o DIF: 8 Bit Integer, 1 Byte
q \ FF VIF Followed by manufacturer VIFE
\e \ 'V manufacturer specific VIFE: set the status of connect or disconnect
Value: Set the status bit of connect or disconnect event
B \ XX - +: Set the status of connect
-\: Set the status of disconnect
\Y \ XX CS Checksum, (byte 5 -> byte 11)
VY \ \# Stop character

e Reset the statu

s of connect or disconnect:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ ZA Start character long query
Y | -V L-Field
Y \ -V L-Field Repetition
f \ #A Start character long query repetition
I \ a8 C-Field SND_UD
2 \ XX A-Field, Primary Address (00-FF = 0-255)
\J \ o) Cl-Field
A \ ) DIF: 8 Bit Integer, 1 Byte
q \ FF VIF Followed by manufacturer VIFE
\e \ V¥ manufacturer specific VIFE: Reset the status of connect or disconnect
Value: Reset the status bit of connect or disconnect event
X \ XX - +: Reset the status of connect
-\: Reset the status of disconnect
VY \ XX CS Checksum, (byte 5 -> byte 11)
VY \ \# Stop character

e  Set the security key:

ay
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Byte Nr. Size (Byte) | Value (HEX) Description
\ ) FA Start character long query
Y \ -9 L-Field
Y \ -9 L-Field Repetition
A\l \ #A Start character long query repetition
N \ vy C-Field SND_UD
4 \ XX A-Field, Primary Address (00-FF = 0-255)
4 \ o) Cl-Field
A \ \- DIF: 32 Bit Integer, 4 Byte
q \ FF VIF Followed by manufacturer VIFE
\. \ VO manufacturer specific VIFE: Set Security Key
AREARE ¥ XX XX XX XX Value: New Security key
VO \ XX CS Checksum, (byte 5- > byte 14)
\$ \ \F Stop character
b. REQ_UD2

This procedure is used by the M-BUS Master to retrieve data from the M-BUS Slave. The Slave
confirms a correct reception of the telegram with the RSP_UD answer or omits the answer if it didn’t

receive the telegram correctly. The Master sends the requested parameter set by SND_UD command.

The structure of REQ_UD2 command is as follows:

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ Mo Start character - short telegram
Y \ vlieO C Field, Transmit Read-out Data
A Field — Primary Address

-+ —FA: Valid Primary Address

FB, FC: Reserved for Future Use
v | XX FD: Transmission is by Secondary Address

FE: Transmission to All M-BUS Slave in the System (everyone sends
E5h)
FF: Transmission to All M-BUS Slave in the System (no one sends E5h)

¥ \ XX CS Checksum, (byte 2 --> byte 3)
I \ \# Stop character

Answer of the Slave: RSP_UD

af
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c. RSP_UD

This procedure is used by the M-BUS Slave to send the requested data to the M-BUS Master.

structure of RSP_UD telegram is as follows:

The

Byte Nr. Size (Byte) | Value (HEX) Description
\ \ zA Start character long telegram
Y \ XX L-Field
Y \ XX L-Field Repetition
f \ FA Start character long telegram repetition
o \ AINA C-Field RSP_UD
4 \ XX A-Field, Primary Address (00 - FA =0 - 250)
\4 \ \Al Cl-Field
A=V f XX XX XX XX M-BUS Interface Identification Number
\V-Y Y XX XX Manufacturer’s Mark
\At \ XX Version Number of M-BUS Interface Firmware (00 — FF)
\0 \ -y Medium: Water
\# \ XX Access Number (00 — FF)
VY \ XX M-BUS Interface Status
VA4 Y Signature (always 05 00h, mode AES)
Y--Z2Z -EA XX... XX Read-out Data
77+ 1 \ -0nag DIF: OF = no more data; 1F = other data to send
77+ 2 \ XX CS Checksum, (byte 5 > byte ZZ + 1)
77+ 3 \ \P Stop character

Possible read-out data included in 20-ZZ bytes are as follows:

For example in Daily reading:

Byte Nr. Size (Byte) | Value (HEX) Description
YY \ off DIF — 32 Bit Integer, 4 Byte;
YY+1 \ V¥ VIF :Volume (Total)
YY+2- .
¥ XX XX XX XX Value : Cumulative Volume
YY+5
YY +6 \ -f DIF — 32 Bit Integer, 4 Byte;
YY+7 ) f0 VIF :Volume Flow (Max)
YY+8- .
¥ XX XX XX XX Value: Max Daily Volume Flow
YY+11

0
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YY+12 \ off DIF — 32 Bit Integer, 4 Byte;

YY+13 \ \id VIF: Pump operating Time

YY+id- ¥ XX XX XX XX Value: Cumulative Pump operating Time

Y417 ; ety

YY+18 \ A¥ DIF — 32 Bit Integer, 4 Byte; Followed by DIFE

YY+19 \ e DIFE : Current Interval

YY+20 \ FF VIF followed by MANUFACTURER specific VIFE

VY421 | . MANUFACTURER specific VIFE: Remaining Volume, Current
Interval

YY+22- ¥ XX XX XX XX Value: Remaining Volume, Current Interval

YY+25 ' g ’

Reading events with associated time stamps:

Byte Nr. Size (Byte) | Value (HEX) Description
AA \ AY DIF — 32 Bit Integer, Date Time, Type F

AA+1 \ \E DIFE: Time Stamp
AA+2 \ FF VIF followed by MANUFACTURER specific VIFE
AA+3 \ 'V MANUFACTURER specific VIFE: Power Down Event
AATA f XX XX XX XX Value: Time Stamp of Power Down Event
AA+7

AA+8-BB L AYF XX XX...XX Other events are the same as above

On Demand reading of assigned credit and volume of water consumption fraud:

Byte Nr. Size (Byte) | Value (HEX) Description
YY \ A¥ DIF — 32 Bit Integer, 4 Byte; Followed by DIFE
YY+1 \ Ve DIFE: Current Interval
YY+2 \ FF VIF followed by MANUFACTURER specific VIFE
YY+3 \ \Y MANUFACTURER specific VIFE: Credit, Current Interval
YY+4- YY+7 f XX XX XX XX Value : Credit, Current Interval
YY+8 \ i DIF — 32 Bit Integer, 4 Byte
YY+9 \ FF VIF followed by MANUFACTURER specific VIFE
VY410 ) ol MANUFACTURER specific VIFE: Volume of Water Consumption
Fraud
YY+11- .
Yy+14 f XX XX XX XX Value: Volume of Water Consumption Fraud

a5
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Annex E: test cases

variaton(2%)

S

(A.0,Y)

3 5
5 T . - 3 < Sub clause Ref. =
. | . .. > ant] can] ©
3 < WWP)}"S S O x—g: O EF Standard %
5 z
_ oot Cend 1SO 16399:2014E
\ Static pressure test \ D NSFa
Sebislg o Lad (v.)
. o] IEC 62052-11 (7.7.2)
! Insulation AC&DC wile Cos ) - D | NSFa
classll
¥ Earthing Oy Jlasl cs ) IEC 61439 D | NSFa
e . I1SO 16399:2014E
A Endurance test ((Kwz) slly cos ¥ (V) MPE
5 Durability test(Continuous & Fuile s v 5 plgo ISO 16399:2014E MPE
flow test@Q3,Q4) _ (v,v.,y)
R s Faile
. Resistance to solid particle 2ln S Senglie S . s016399:2014E [ | o
test Cuw Jal> )3 (v,v.y)
Determination of intrinsic = ISO 16399:2014E
Y Il glas poss \ MPE
error (of indication) S (v.¥)
A Orientation of water meter Sgect i) 5 \ ISO 16399:2014E MPE
(Hori.,Vert., tilt) test S35, (vxy))
(pjl_e Jre )’1 ‘é‘)"““
.o I1SO 16399:2014E
3 Pressure loss test Slad cél e ) 1) D | NSFd
] N ISO 4064-2:2013 NSFa
) . . f e \
Absence of flow test OB Ol b Culs G (ANY) D NSEd
ISO 16399:2014E
) Reverse flow test oveSxe by Cd ) (v5) I | MPE
T T ISO 16399:2014E
'Y Flow disturbance tests ol aadl sll o cws v (Vo) MPE
Mains Voltage variation(-20 o ISO 4064-2:2013
W to +15%) a5y Slyess cns | (ro) MPE
Mains Frequency o5 8 Ol s cs ISO 4064-2:2013
\f \ MPE

ay
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AL Wy cdl s
Low voltage of internal ISO 4064-2:2013
battery S 5L sle,esS (59)) (AD.Y)
(G
o _ 698 Al yes Job S NSFa
\# Life time of internal battery D
(e 6 5L slaygus NSFd
Ty I, lley oo ISO 4064-2:2013
'Y Ripple on DC mains voltage ) (AY) MPE
ddsd me =
YA Dips of AC mains voltage adss las 5y cél cus ISO 4064-2:2013 (8.8) | | MPE
Loz 5l asdy s ISO 4064-2:2013
14 Interruption of mains voltage e (ADFAN) MPE
Burst JLXw 05U s
Y. Burst on AC & DC mains N . ISO 4064-2:2013 MPE
voltage & AC 3% bghs g9, (A=)
DC
Burst JUSew ;30 cud
Burst on Signal,Data and . NSFa
Y ! b ISO 4064-2:2013 (8.9 D
control lines b S5 (8.9) NSFd
Lo g J S e Ju&w
sla,b adss 5t s ISO 4064-2:2013 NSFa
vy Electostatic discharge AN D
Sl SI (AW) NSFd
r Radiated electromagnetic haid) gblineg Sl ISO 4064-2:2013 MPE
i . K ANY
field <l 5 o, ( )
((Sedg xSl
e gl o S ISO 4064-2:2013
Conducted electromagnetic . gL
Y¥ locond 1agd
field ¢ $9; 25 (AY) MPE
((Sedg xSl
Wi JSw b cus
N Surge on AC & DC mains . ) . ISO 4064-2:2013 b NSFa
voltage 485 bglas (59, 58y (ANF) NSFd
DC & AC

aA
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Surge on Signal, Data and

278 JUSm ;30 s

ISO 4064-2:2013

NSFa

\id Lglas sl
control lines sk 55, 55 (AN0) NSFd
\a% Dry Heat test @709C GLQM 3 89y ISO 4064-2:2013 (8.2) MPE
((Seig Sl
S5y ) Loju os
YA Cold test @ -40°C i ISO 4064-2:2013 (8.3) MPE
(S, slesons
loysd sloyS cus NSF
Y4 Damp heat cyclic test ISO 4064-2:2013 (8.4) NSFZ
sk e
RARVOSOR, I ISO 4064-2:2013
Y- Magnetic field test (V) Y) MPE
@1 pmndolize ’
o o SO 4064-2:2013
g Vibration Sl o) il s (V1,1) MPE
bl SO 4064-2:2013
Y'Y Mecanical shock SlSe 4y, s L, (1Y) NSFa
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g oo ooliiwl DlOCK 5 e Break slpsls JLo )l g programming sl ks sls oyl

Pl oo 5 Dpge plo ol LSl

SOH B 0 ETX | BCC
17) 18) 19) 6) 8)

\YY



Leolo (5yg5md glgixo Y-V
s asage ki 1) IEC62056-2) o lusliwl slgals ,lslos ;s ssliiul 8,50 b, iSLIS (V) Jgu

Lealay sla _ASIIS - Jgaa

2958 3 g K13 LU (53 5kos Slaie

SIS s A RIS
2FH Start character /
21H End character !
0DH Completion character CR

return) (carriage
0AH Completion character LF
(line feed)
06H Acknowledge character ACK
02H Frame start character STX
03H End character in the block ETX
04H End character in a partial EOT
block
Block Check Character BCC
3FH Transmission request ?
command
0 - normal protocol Protocol control character \/
procedure
1 - secondary protocol
procedure
2 - HDLC protocol
procedure
3-9 reserved for future
application
0 - data readout Mode control character Y
1 - programming mode
2 - binary mode
(HDLC)
3-5 and A-Z - reserved
for future
6-9 - manufacturer-
specific use
15H Repeat request character NAK
(negative acknowledge)
01H Start-of-header character SOH

\YY




2958 3 g K13 LU (53 5kos Slaie

D9 axxl o [EC62056-21 o st YV E sy 4 is ol g Oledbl sualiv gy

9w Sleoly Y-1-Y

tams oo slas |, TEC62056-21 o lailewl o (5 5mms slgsls glgil (V) Jgo

SoFiu slgaly £1631 Y Jga

Command Conditions

Command
Type

Command
Identifier

0 - data is operand for secure algorithm
1 - data is operand for comparison with
internally held password

2 - data is result of secure algorithm
(manufacturer-specific)

3-9 - reserved for future use

Password

P

0 - reserved for future use

1 - write ASCII-coded data

2 - formatted communication coding
method write (optional)

3 - write ASCII-coded with partial block
(optional)

4 - formatted communication coding
method write (optional)

with partial block

5 - reserved for national use

6-9 - reserved for future use

Write

0 - reserved for future use

1 - read ASCII-coded data

2 - formatted communication coding
method read (optional)

3 - read ASCII-coded with partial block
(optional)

4 - formatted communication coding
method read (optional)

with partial block

5,6 - reserved for national use

7-9 - reserved for future use

Read

0-1 - reserved for future use

Execute
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2 - formatted communication coding
method execute (optional)
3-9 - reserved for future use

0 - complete sign-off Exit B
1 - complete sign-off for battery operated (Break)
devices using the fast wake-up method
2-9 - reserved for future use

D9 axxl o [EC62056-2Y o st LYV iy 4 is Ol g Oledbl ssalin sy

gsbb-’ﬂ Jx’ﬂ)" Y-y
b Gihe 555 s b 51 A ol SllB sl o o oo sindon 58 s S5
Jols gl s S5 0t arbla |y 58 oo oelais § 2313 jlase 4 [EC62056-21 otz
JSon lsie 4 C oge b aslol o wlas (o0 Joe 0 llad € 090 b Gillan S b Sledb

. ol oo aizlo,, Programming s Readout isw g0 j0 ,gu8 5 gows ;51,38 bl )|

Protocol Mode C \-Y-Y

E5 0005 s Skl 3l Ol o0 090 (nl 10 IS oo Gty a8yl w0l Jols 51 C oge SSg
manufacturer-specific ;e 5 YU ossl xlaw L Programming 4 Readout slyl> ¢ JL )|

- el 00 00l yLis (F) IS 10 C oge SS9, pl Lo oge5 oolal
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Sign on ¥
L ! ? Device address | CR LF
............................................................................ Sﬂﬁ Bd
< 20ift device / XXXZ Ident CR LF
a) Data readout b) Prngrarrfnlng mode c¢) Manufacturer specific
| 1 1
—*ACK0ZOCRLF| ~™ACK0Z1CRLF —™ACK 0Z Y CRLF
w
---------- it SRR L Lt tatel Sehiatalebt
“1STX Data | CR LF ETX BCC Manufacturer specific
(See 6.453)
B =
SOH PO STX (D1......D1) ETX BCC 2 Bd
~™SOH P1 STX (D2......D2) ETX BCC “™|SOH P2 STX (D3......D3) ETX BCC
™ SOH B0 ETX BCC
] ACK or NAK or SOH B0 ETX BCC 1 ACK or NAK or SOH B0 ETX BCC
SOHW1 STX A.....A (D....D) ETXBCC
HHU / Tariff device SOHR1 STX A...A(N....N) ETXBCC
< > | STX(D....D)ETXBCC
SOH B0 ETX BCC
L
protocol mode C ol,5L> - £ JSW
((F) S ol 5o o

Slae ez slo o LNAK L ACK slo gl g (pl oy a8 W) g jgiws @
Dgu oo 0010 Fruwly

00ls gl ylgie o las oly L NAK L sols plo ¢ jgiws (ol o 0 a5 (R) ST VORR I
C g (50
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Spdy oo 90 timeout L by (NAK 50 SOH BO ETX BCC ais ) b Lbs,l adas @
(3 0kl A aopos ,o NOtEL )

Sl 4 tariff device) ,gus il ) ddentification message) b ,ee plo a5 o151 oo @
<,b 5lacknowledge/option select sl il o slp j5uS wos 3 Jlo,l (HHU) s
de 4 gdge o MRAAOUL Lo (ol p canlysjo o wlgs oo plo opl ile oo Hhaiie S5 3
manufacturer- ollee 4 0 S adsw b g S5, 4l p 390 4 zigw S L s Programming

b specific
Data Readout in mode C Y-Y-Y
Sl b gollas oo iy o5 w5l Data set G LACK 0 Z 0 CR LF as ) b jguS wge ol o
awlys & Data set oo bl auis b dge cpl gl S assliz ol walys Al (0) UK

.094'

e OO
OO0

Data block:
Data line
Max. 78 characters
Data line:
—C Data set J—>
Data set:

Address Value Unit 1—@——
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syntax diagram — readout mode - ¢ JS

23,5 oo plol Yo o B adgl Jlojl &5 L b3l 25 sl o
sk asls Jio laie acknowledgement/option select sls o Z zs1)ls o
Loy Jbo)) Slazo BB e b 5 <o acknowledgement/option select oL, < o

20,5 Zal o

20,55 dl o b g Jls,l acknowledgement/option select oL, o ®

gl 3o ol polie a5 wled (o g £ 50 0uds iy yai ke 4y (90 0 e bLS | Lol £ 5
bl acknowledgement/option select «L. 4 identification

Al g Programming sge 4 wily s ACK 0 Z 0 CR LF as, b g8 <> ol o
Jloyl 5 olea yo bL3 ) sl ,ae acknowledgement/option select sl o Z jlais sl
gy 5 ol polie Sl o0 55 £ Syl €55 4 ms (sln 09 o0 pladl ¥+ B oy

399 b Oygo opl mé yo ail pl, acknowledgement/option select «L, 4 identification
2l anlyz aslsl adgl Jlu)l &5 les ,0 bl olas b g canliol ply 4365 ;o

Sldes pll 6l A JI8 polaa LY Lasjlaie s ACKOZY CRLF ai, JLo)l L

&y C 550 48 00ls JEsl IS5, (A) 9 (V) « (F) sledSs o 095 g Manufacturer-specific
ol 0 o0ls lis calize sl o data readout

sl acknowledgement slo zes ow; (oo bl 4 458 Jawgs solo sly Jllo,l 5 e ool Jlas!

Aled daze Jlo )l slolss « Uas 045 & g0y xlgwéwo)f;ﬁ\)égqml ol iy jelaie pl

Request
300 Bd
Identification : : : : Data
300 Bd 300 Bd
—> e —> pe—

AR
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readout mode without acknowledgement from the HHU - 1 JsU&

Acknowledgment

Request ACK| 0| Z| 0| CR|LF
300 Bd 300 Bd
Identification Data
300 Bd ZBd
e —  je —>| 1 e

readout mode with confirmation of the suggested baud rate - ¥ s

Acknowledgment
Request ACK|0|0] 0| CR|LF
300 Bd 300 Bd
Identification Data
300 Bd 300 Bd
—>{ § je 3 L e —>| I e

readout mode with rejection of the suggested baud rate - A Js

Programming in mode C ¥-Y-Y

2l oo il bk gz Sl (52 IS 4 5l PrOGRAMMING S50 &, 54 Sy o s (8l
Sl 5 () S0 50 090 ol Oljgiws Ll (005 g2 o laibin] o o 4y plion OS> 6l
ol oals ools L (Vo) S o e by

\Y.
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COMMAND

Command message:

Command identifier - Data message i

Command identifier:

Data message:

©
——@—
O @@

syntax diagram — programming mode - command - 4 Jsu

Data set:

ID/Address |

AR
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ANSWER

Data message:

)] o ) —6
@ Data block | @ @

Data block:
Data line
Data line:
‘C Data set j
Data set:

ID/Address | Value Unit 1—@—-

syntax diagram — programming mode — answer - Y+ JSu&%

kel cnl - bl ool LaE Jlojl 25 Apdy pae kg iy L ply Wlgs (o0 55 350 (nl 0 95 el

Sl ool ooy las (YY) g (V)) sl yo

Acknowledgment
Request ACKlO|Z|1]|CR|LF
300 Bd 300 Bd
Identification Programming mode
300 Bd Z Bd
—> L e — | e - L

switching to programming mode with acceptance of the suggested - Y3y Ju
baud rate
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Acknowledgment
Request ACK|0|O| 1| CRILF
300 Bd 300 Bd
Identification Programming mods
300 Bd 300 Bd
s L —> | = - ! =

switching to programming mode with rejection of the suggested - VY Js&
baud rate

device tariff) ,gus s HHU 0 g Jols 3 Programming cdl> a s, oo (\¥) JSii

HHU |  /21CRLF
Janttdevice 1, yyx7 ident CR LF
Z = Mode A Z=Mode B Z=ModeC
Janitf device STX ... BCC STX .....BCC
HHU ACKO0Z 1 CRLF
........... NN

Programming mode

programming cdls 4 39,9 o/ ,Sbs - VY JSG

Partial block f-Y-Y

E9 onl 09d oo ooliiwl yiig Olygiws slp b g ily Sl jerws sl o Partial block Lis )|

a5 F oS Lo Canyd g Va8 b ooid Caoyd b g0 40 ¢ w30, 5w jolo HHU G b 51 as™ &l jgis

\YY



298 3 s 5815 b (63, 5kes Slalio

Sobe W4 5 "partial block read , unformatted” Sl R3 jgiws Jls olgze @ 0o )5 o
sleisw ads . partial block olygws Jlo)l 5o .0l o "partial block write , formatted"
Bl o 4y ool glasly yo Dglas (pl ol oo LG ETX ;S L p,5T ise s EOT sS1I5 L osls
b o obL partial block eols Jlas! Slej ax a5 ass oo olis oaisS

SO Canyd g ol Cao b b g0 ya 4o (WITE COMMANAS) (yiig g9 5l &l jgiws sl Sl ol 4o
sais yLis eaisS o (olp At ol 45 040 e sols 13 g giws plo gl jo lais ol uls
SOl ge s £9,0

b olgie 4 |, ACK jgiws Jb jo ((g55) oausS cdl o o=l « partial blocks ;i sslecul cil> o
NAK jgws .asles = HHU) coiss” o)l 4 o ise Jlo )l slolis crioen g ools o ,5 ] Cono
ol 5l ol oo g ol o0l 8L j0 Gyl g ools I iSu 3T 4T 0gh o Jluyl Slej
25,5 Lol lsase HHU

e opl wles i 1y partial block o s Jlo )l sy, was jgiws o Jlo,l b wilg o HHU
355 L g w2 0wl NAK L 1,56 g 0095 o0ls @il yo a0 ,0l8 ,quS b oS audl o Gl adlge o

Aled cdb o g8 o Oyga I, Sledlb] qsljssu'HHU

Data set structure d-Y-Y

: Gl o 018 Lis (VF) Sl o Data set s

1D ( Value - Unit ) Data set

a) b) d) e) f) c)
Data set ,talw - V€ JS&
Padl oo p) Oypa (VF) JSb 50 Ll (sat aiws 4 4> 95 L Data set slesso 51 S yo iy yus

" bl 4 mSTIS N Jels iSlas oS asb e el b Identification number s ID -a
-»-\A-.:Jl-js&"!"s"/" ‘H(H .

AR



0313 oogdte g9, ST -b

ool odguze LL STIS -C

Glpoasl oM MM il 4 mSTSYY Jels jiSTas a8 ools (slgime -d
Sla xS 5 ileds 10 Caml (oo 45 ged ool (" w5 9) "l Gl o Lass decimal jolis
20,5 bl 55 e

ol 4 55k sl Unit w3l Data set assbi> .asb o UNit g Value socslas zs1ls "« -
Aol e SIS

caaly oo MMM bl 4 2SS VS els iSTas oS eols asly —f

2958 3 g K13 LU (53 5kos Slaie

S yan Judgp £l F-Y-Y
Febop 89 aw lilo cansl oo ol o> Miagd (9iiS dlax il dieligr (5,5 ojlul sLallius

5,03l ¢ by £55 dw ol s ailgs LB RS485 L 5 5,5 <&y awgs a5 aiish B yae

s 5o le LT G pae el cud )b yle

Pl Spae fdgn ()
Profile capacity :62 days
Sort method: FIFO
Profile Structure :
{Jalali Time stamp, Profile status, Accumulative volume}

tailygy Bpae Jdgn (V
Profile capacity :62 days
Sort method: FIFO
Profile Structure :

{Jalali Time stamp, Profile status, Accumulative volume, Current Credit, Pump on
time}
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alole B paoe Ju8y » (¥
Profile capacity :24 months
Sort method: FIFO
Profile Structure :

{Jalali Time stamp, Profile status, Accumulative volume, Current Credit, Pump on
time, ...}

Pl o g Oy S S 0 Bpae by LSl
<time stamp= <profile status > < registers 1> ......< register n>

Pl el &l Lt 51 SO pe iy Sl ol e

50998 I g wlal a5 03l o Bras Judyp b o) g fu b lais - time stamp e
"IFASNIY L YYO0Q" ¢l lgie d . 0gd e ool Hlad ioled b ati; S &g

Ap o L ) Judg p Cundg (V) Jgoo b gullas a5 conl wledlbl ol G - profile status e

a ST aS cannsl ol Lo 0gs Jlo) &L string Sogo d Solb SO pplas el S5 a4 05

Sgiopme big () el Gl SIS 51 SO Ll o Jlade conl (S 058 Jlusyl 00ls s SO &9
Dgd bl Uas bl | o4

Siales BB as, S &g a5 ailow 0,90 5 LL 48 G ras jlade 45,5, o egisteri e

TA YO e lgie 0 0gh e 00l ylas

S pao Judgp Camdg ol - ¥ Jous

Bit mapping for profile status
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl Bit0
Relay Reserved | Tampered | Reserved | Reserved | Reserved | Data not | Critical
Disconnect Water Valid Error
Flow
Detected

casl ansls i 1) el Glej ojl Sy hildgy Sl cidu (il Cobll il O e wiadign j5S

og waly> ) le O jgar Srae Ldgn (ulsS Cw b
<OBIS (“Datel”;’Date2”)> cw,s L Date2 & b 5 Datel & ,b 5l wledbl cil,3 o
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<OBIS (“Datel”;)> cw 8 b oLL b Datel &, 5l wledbl csl s o
<OBIS (;*“Date2”)> cw,s L Date2 & b b g4,5 5l wledbl csl,3 @

<OBIS (})> ¢ )b b G pao Sledlbl ads sl @

BCC aumslxo ogxi ¥-Y-Y
Olgie Cov  isu oad Jols Sledbl camo 5l lawebl gl c0olo b g jaiws el Al o slgl o
als a5 cul & 90 pa BCC auls g, 0500 o0lo 1,3 (Block Check Charactery BCC
5 Mg oo XOI ;35055 L(adl oo SEX L g SON Ygame a5) ) cob 5l jé 0 Jlojl 4 slo ol
80,5 oo Jlu) ETX UL g EOT jlaw aws, slosl o bce Ol 4 ool Jol> axs
as, BCC L1, o0 arwloee BCC g ols slnil |, wldos (o aslin s SleMbol 0S8l o
Qb oo Sledbl Jobs oo saias ylis wiil (luSs BCC 4o (pl assliz 0iS o anslis 8L 50
"STX" L "SOH" L )T slol a8 il oo Jlo,)l b (28b 0 slo a1y 1o BCC aiule
5 oo i "EOT" L "ETX" ay 1 slel 5 wigiioe 555
SETR ST 51 awlome 0l 398 Slonadgs 4 axgi b . ol oo 08,91 BCC s Sl anlol jo
Dpds oo Do aid, ,o SIS e Hex Decimal Jolwe sl g 0050,
<SOH>R5<STX>0-4:1.0.0.255() <ETX><BCC>

0x52 xor 0x35 xor 0x02 xor 0x30 xor 0x2D xor 0x34 xor 0x3A xor
0x31 xor 0x2E xor 0x30 xor O0x2E xor 0x30 xor 0x2E xor 0x32 xor 0x35
xor 0x35 xor 0x28 xor 0x29 xor 0x03 = 0x59

<BCC> = 0x59
ools Jola ol SLo A-Y-Y

olizs (10) JSo ;0 IEC 62056-21 olailbew! 51 C o090 SS9y 50 pudiiens g oo s0ls Jobs ol SLo

el 00l ealo

\YY
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HHU Tariff device

i
L

REQUEST I
IDENTIFICATION |
Acknowladgmant I
M
< | DATA READOUT [€
A
Manulacturer spacific
Sew G453
[ —_ Programming mode |
1 OPERAND €
Error ¥ Yoe | BREAK )
Mg
| Select commana | COMMAND | !
A
< K PL'
L. Ky Inwalic
+ - ! ERROR ™ w“urd'ﬁ
Yes
H
Optional - N
parial block :
ereesss FOMMURicAlion -
< & [ ACK [-L

C 290 SS9y (oo 0315 Jols ol 53 - Y0 JSWS
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pow Jua

OBIS Codes

Sl (oo dioligd gl ygiiS 50 jLs 090
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CHAR[10]

Profile status
Float

Float
Float
Float
Direction
Float
Float
Float
Float
CHAR[A]
YYMMDD
YYMMDD
Float
Float
Float
Float
Float

Archive Packet
Archive Packet
Archive Packet

Event Packet

Jolwo s> OBIS Code g b piol )l cow 48 V-V
o bl Jle J3 lo Juad j0 a5 Lo o)l il g Ol commaiadign 58 b bLs )l gl 8 5 ol

a5 wil oo sl o1 iz 5 g5 eizmen 5 yiell end 61 OBIS slaas a4y 5Ls s ools mosgs

0-4:96.1.0.255
0.F.47

N AR VAVAR VAR-TS

0-4:24.2.2.255
0-4:24.2.3.255
0-4:24.2.4.255
0.F.46
0-4:24.2.0.255
0.F.39
0-4:24.2.14.255
0-4:24.2.1.255
0.F.25
0-4:24.2.9.255
0-4:24.2.10.255
«-£:Y¢,Y 0 Yoo
0-4:24.2.6.255
0-4:24.2.8.255
0.F.40
0-4:24.2.11.255
0-4:24.3.0.255
-8:YEY ) Yoo
28:YEY Y Yoo
0-4:99.98.0.255

V-

s Gl 00l oolo uL\MJ s))‘e.o w‘ (f) Jab L)

OBIS Codes W sl by -¢ Jgaa

5958 Jb e
Profile status

(oS o) Jlg il (B yan T o
(45t » ydadlys) (oo i

(S o) oilasls jloe clils y LB O e

el ol <o

(a5t ) ol alaxd oo

ol (2o eSoles

(456 ) Jlg il (28 aeien

(oo o) 5o yod g 5l (Bpae O o>
Sl )5 by

Sl 0,90 £9,% )b

S oys0 bk b

(coSe o) )l 0)99 jlme (B yan o>
(oS y50) (5)lz 099 slme o8 (B rae poe>
(coSoo o) alysy (8 pae oo

(4t ) &l (20 eSlee

(xS i) dilale 8 pan oo

el g

4iljg, guid|

ailale g

olasg,



OBIS Code gyl Y-Y
Direction (
(i) FOIWArd cll> ¥ (ks & wilei o0 oo |, o &8 > > OBIS Code i 55

a3l e (coli) SLOP 4 (wsSes) Backward

Event Packet (Y

258 5 g S5 B 53,5Los Lol

SleMbl (0 S oo g 50 1y ,eS sla sy, 4 b e wledbl a5 OBIS Code ;i g4 0!
- &l ooy la o 5l KCR><LF> L as wsly o g, ol g98g loy Jelis

Pl oo ) Dypar Sy 4 g sl g cnl CJB

S oo Juo>-<olo>-<55 > <VY U+ Celu>Kag30>:<asl> 1 <olayg, 0S2< musys

slagg ><CR><LF>

Archive Packet (Y

S b ey o2 o 29) Sloaled (sl 1525 50T ledlbl Lol OBIS Code jl 55 o

ol oo ailale wailyg, el £95 dw O ygar gus ]l aBl oo g ,b 5 o
Date Time (f

P P Dy Cenly 4 > QT Ceoyd g 009 ol g el )l (_gl).;OB|S Code }l&ial

< JL»>-<°L°>-<}5)> <YY L - celoPi<aado><agli>

Date (&
ML:‘;Q):) u)ya.: w‘)mw)‘ QT &A)ésoos.g @)b QL.: 6‘)4 OBIS COde )‘&9.:0.:‘

< PO JL,_.,>—< ole>-<34,>

VFY



Profile Status (1

25 Oga Caly 4 co 5l oai 5 s wsl e Sledbl ST A s OBIS Code 5l g4 !

ol ool ools las (VF) Ko 40 g 009

Sy 4y Caro9<y,5,2<gld 39l s> <y,)5,2<y,5,><g,;,>< piasl ledbP< glas

ilai>

9SS g (P JS51,8 b, 0 Slos Wlasi

LSB MSB
: 2 6 7

0= dassl) : 2 s , ; , winad SleShal| dlie olhad
1= &L-é ﬂ\_b 3000 1= S0 S0 S22 1= Z

Profile Status goi ;1 OBIS ,Ualw - Y7 U6
.Q)‘QAS.AJLLBA sé\.‘)éh:éﬁ:)}»o)bgféda)‘.\.& s‘\.]) Ja&s Q)s.@)o: wd.]) W5

soo Jlaie O ygo ol puE 09 SO lade wilin] s 5l (00 Sel Sjge 0 gl olod et

Sl
S0 yao Jaie Sygo cpl e 40 5 SO ke (Dbl jo Uas 59z g Dygo 0 prel Sledll

Sygo pl jf 30 9 SO jlake s F) asl p jo Slawbwe b dhie g s S1: dhie gl
Y NS KV

oans] ;o 3LS 0,90 85l90 sl 9551 9,3,

\FY
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S Cg.‘a.w \-¥

: Data Readout e
Sledbl yailgs sl « (ACCESS 18VEI0) Jan o yiws mhaw b g jgue aalS 4 5L g0

Dgd oo oolazu!

: Programming mode as reader e
o oy gehaw b g jgue aadS @ 5L5 e a3l o Data Readout cil> i

D9 oo oolitwl s, el p > o Sledlbl yuilys sl o « @cCesS level0)

: Programming mode for configuration e
olsie 4 PO-operand 5 Secretl ;i oolizwl g SHA256 el v 55531 (5,5, b
ogos Sleulats g (@CCESS levell) G v yiws mhaw b hash cllee b slgasg g

23,5 = oolaw!

: Programming mode for spetial purposes e
olyie 4 PO-operand 5 Secret2 ;i oolizwl g SHA256 el v 553! (5,5, b
alS sl sl ogdle (ACCESS 1EVEI2) g5 o yiwd mhaw b < hASH Gldlee 2l sloaog,s
o (cwyiwsd Gl 1, ) SECIet2 « (SO maw (gwyiws slp 1)) Secretl lgne woleadas

Bls o5 M-DUS &0 g9, » (KEY-ENCIYPLioN) 5,150, sl |, Master Key o ( g0

(ol s 595N Y- F
alold « Programming cil> o (23,5 )13 51 e (0] cem-sieign ,g:5) Tariff device

aled oo Jloyl (g S8 HHU & 5 cws bl olo

SOH PO STX (seed) ETX BCC

V¥
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Secret Jluis ol o s 1, T oas Hashed jlaie cuwl oo HHU a5 ol ol sae G S€E lais
b obey Jlo)l b BLs 1 ails S5k O azeraiaiign )5S 4 P2 L g P1jgns b gom slowly a0n 50

Pl oo aelol e ,8

SOH C D STX Data set ETX | BCC

ey opl o

alys P37 L ol 90 cwyiws o Glp g P27 L 1y D g C o o o jiwd mhas sl @
.094'

losT jgue SladS a5 gl ol b 00,5 oo o0liciwd SHA256 el i 165 5l elas 98 10 sl @
AAdL = “Secret2”  “Secretl” olic g osg oglie
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13961101 07:00:00 :
00000000,Forward,3.568551,12.845000,3.568056,3.568962<CR><LF>

13961101 08:00:00 :
00000000,Forward,3.568962,12.884000,3.578889,3.569372<CR><LF>
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)<EOT><BCC>
<ACK>

<STX>0-4:24.3.0.255(13961101 09:00:00 :
00000000,Forward,3.569784,12.846000,3.568333,3.570195<CR><LF>

13961101 10:00:00 :
00000000,Forward,3.570606,12.852000,3.570000,3.570606<CR><LF>

13961101 11:00:00 :
00000000,Forward,3.571017,12.854000,3.570556,3.57101 7<CR><LF>

)<EOT><BCC>
<ACK>

<STX>0-4:24.3.0.255(13961101 12:00:00 :
00000000,Forward,3.571017,12.869000,3.574722,3.571429<CR><LF>

13961101 13:00:00 :
00000000,Forward,3.571840,12.843000,3.567500,3.571840<CR><LF>

13961101 14:00:00 :
00000000,Forward,3.572252,12.868000,3.574444,3.572252<CR><LF>

)<EOT><BCC>
<ACK>

<STX>0-4:24.3.0.255(13961101 15:00:00 :
00000000,Forward,3.572252,12.862000,3.572778,3.572663<CR><LF>

13961101 16:00:00 :
00000000,Forward,3.572252,12.858000,3.571667,4.037510<CR><LF>

)<ETX><BCC>
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)ﬁwj'lgujgbwddmwémg‘MJGAQQQQETXQGEQ)QMJASGA&&
.a,;‘bl.g‘_,’.o.;)f;:j\)éw)’lACK Jlo,l 4 5l g 009

<SOH>BO<ETX><BCC>
ol Shge 0wl oo adlE slws 81,8 Bl sl g8 anl, Lol b bl de cdl o pled] 5l as
Request a5 _Jl> ) TIMEOUL \lej cdS 5l am o] oz diadign ,euS 8,55 Jlo,l ans,
cdled oo adad all) e Jloyl Ly bl e (wisS cdl o (6,50

21y el g, T ledbl wus 3 8l ,0 alflas Cand paiz ;0 a5 byl 30 lgime 38,5 1,8
REX PPN IR PR e

'.F.iv?'.F.iT"'i:Vi)Yl'JY°°9'-2:Yi;YJ\*;YDO,..F.vq’h_
4:24.2.14.255<CR><LF>

13961101 00:00:00 :
00000000,Forward,3.563628,7.193000,1.998056,3.937008<CR><LF>

13961101 01:00:00 :
00000000,Forward,3.563628,12.829000,3.563611,3.564857<CR><LF>

13961101 02:00:00 :
00000000,Forward,3.566908,12.833000,3.564722,3.567319<CR><LF>

13961101 03:00:01 :
00000000,Forward,3.566088,12.840000,3.566667,3.567729<CR><LF>

13961101 04:00:00 :
00000000,Forward,3.564857,9.798000,2.721667,3.567729<CR><LF>

13961101 05:00:00 :
00000000,Forward,3.566498,12.831000,3.564167,3.566908<CR><LF>

13961101 06:00:00 :
00000000,Forward,3.567319,12.837000,3.565833,4.029637<CR><LF>

13961101 07:00:00 :
00000000,Forward,3.568551,12.845000,3.568056,3.568962<CR><LF>
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13961101 08:00:00 :
00000000,Forward,3.568962,12.884000,3.578889,3.569372<CR><LF>

13961101 09:00:00 :
00000000,Forward,3.569784,12.846000,3.568333,3.570195<CR><LF>

13961101 10:00:00 :
00000000,Forward,3.570606,12.852000,3.570000,3.570606<CR><LF>

13961101 11:00:00 :
00000000,Forward,3.571017,12.854000,3.570556,3.57101 7<CR><LF>

13961101 12:00:00 :
00000000,Forward,3.571017,12.869000,3.574722,3.571429<CR><LF>

13961101 13:00:00 :
00000000,Forward,3.571840,12.843000,3.567500,3.571840<CR><LF>

13961101 14:00:00 :
00000000,Forward,3.572252,12.868000,3.574444,3.572252<CR><LF>

13961101 15:00:00 :
00000000,Forward,3.572252,12.862000,3.572778,3.572663<CR><LF>

13961101 16:00:00 :
00000000,Forward,3.572252,12.858000,3.571667,4.037510<CR><LF>

< .F.47,0.F46,0-F:YF,Y,- Y00 -FYEYNYY00,-,F>39,0-"  aws,  Lls L o
SSLL s wled oo olo ebo g, T 0 1) LT 6,05 )13 e 5 g lo OBIS Code"f:Yf,Y,1F,y0-
e« UT ula):> S ¢ Profile Status L_‘)JJ.A OBIS w‘) L Cow )‘ ol P A Wl odlds las
SleMbl aile g oiil oo el 00 dicinn ¢ Jelo 00 Sile ¢ Sele Brae O ez ¢ (gl alaxd

13961101 00:00:00 :
00000000,Forward,3.563628,7.193000,1.998056,3.937008<CR><LF>
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AR RYARFIR Ddiged g, @
ol t it D ged el @

v+ oo Profile Status e
(Stop . Backward . Forward) o1 L ,> <> : Forward e

(@uﬁﬁ)@wgo;v,ﬂﬁh\ °
(;».!S.o )M)‘:&L»‘_é)mwip»v)\iv"' L4

G&b@dWV,ﬂVth/\ °
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331y el lagg, Ve v ,iSTas a4y bgy e ledbl « b slagg, <8l b L e sle OBIS Code Lol L
- Oged

IS 00850 b g bl g g9 loy il Wil (oo gyl Cunlys o wiilen G5 la slayg, caulgs
50 Sl oo e il lai sl asein Full 9o odls &) slolasg, a oy azuiliz> ol olasg,
skdl> o lolag, Gailgs Ol jgiws o yd . moled ciypai 1) a5 8590 LU g 9,0 7 b il S5

Pl (oo 25 g Bl

<STX>laolyg, <ol OBIS (< puois JL><ole><;4,>) <ETX><BCC

SO oo Bl 0 cws S8 B b sl das 0500 g, (sbrolayg, ledbl cl> ol o

<STX>laolyg, cil3 OBIS (g9,4 &,6;) KETX><BCC

C0gh oo Bl ciws K18 By law 4y £9,5 F U5l leolay g, Sledlbsl Cdls ol o

<STX>laolayy, <l OBIS (oLL #,b;) KETX><BCC>

D09l oo Bl o s S8 B b 5l LG U B ol sl ol g, Sledllel el il o
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<STX>leolays, <l,s OBIS (g5, &6 5 bl #,6) <ETX><BCC>

S0l oo 2l giws 1B Ok sl Ll Fu U g bl eslays, cledlbl 2l ol o

<STX>lolasg, <il,3 OBIS (;) <ETX><BCC>

D0 oo Bl o s S8 B bl aolayg, Gledbl  eled cl> oyl o
< 2 <SOH>B0<ETX><BCC>
B35 oo ahad bl )| jews pl b coldes (Ll 0

5 ol cemdiadgn HouS slaslag, cild sl Programming Lls,l sl sl wiges 53 4 aslsl o
Shygiws g 2 Ky b Jlo)l Sl ygiws oledbl Jobs o 5LsS 6l mslon (oo ol Olygims Julow
ROW PSS SN RE <SR NET I
[?1<CR><LF>
IMWMZ@1.0<CR><LF>
<ACK>0Z1<CR><LF>
<SOH>P0<STX>(9229028058320538)<ETX><BCC>
<SOH>R5<STX>0-4:99.98.0.255(1396.10.18;1396.10.19)<ETX><BCC>
VWAEN /1A BAYAEIN VA ol 5l b slayg, Sledbl asles axs, Lo
DVY Caond jo i5STas Job 45 W,5 o Cli,s Ceand iz 4o Sledlbl «i0lie (o ol s &
Al iles o ol
<STX>0-4:99.98.0.255(1396-10-18 09:45:00:2, ReStart By Pin<CR><LF>
1396-10-18 14:22:50: 8, Meter Cover Removed<CR><LF>
1396-10-19 06:22:53:6, Credit Assignment<CR><LF>
<EOT><BCC>
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ol o ail oo ead Jlu )l Sledlbl fyog Sl aslol glins 4y oyl g el a8l o)LL EOT L 8l o s
asy a8 Sloy b g, b sled Jlu )l 1, ACK ol b cad a8l po (61 Sl (oo ;5815 Il

b oo dslol sy plest 4 ETX L 280 0
<ACK>

<STX>1396-10-19 16:49:31 : 15, Successful Authentication<CR><LF>
<ETX><BCC>

S 5 (o)l ledbl oy oSS (glime a0 e dwo,y (o0 HLL 4 ETX L 8L j0 as; a5 oK
il o S35 s ST ACK Jlo)l & (sl 5 0052 518
<SOH>BO<ETX><BCC>
ol S Fhse ol oo dails s X818 B sl 5g8 ) Lol L bl )l de cdl o plas! 5l o
Request 45 2> ,0) TIMEOUL \loj iS5l om o comaiaiion HouS 08,55 Jlo, axs,
cales oo adad Al e Jloyl Ly Lol e (iSS cdl o (6,50
I8 e LS50 ,5 adly Ll 0550 b (o0 a5 il oo aolayg, Sledbl Hlea b 3l 3y (glgiome
St o 1) olagg, @ledbol s )3 il o ailllas Cwand (paiz o a8 byl 5l lgoe 28,5
DARDY < )‘)3 Lo
1396-05-18 09:45:00 : 2, ReStart By Power
1396-05-18 14:22:50 : 8, Meter Cover Removed
1396-05-19 06:22:53 : 6, Credit Assignment
1396-05-19 16:49:31 : 15, Successful Authentication
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